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COKPAIIEHUS CJIOB:
BILIA BecninnoTHbli s1eTaTenbHbIN anmnapar
MUcC MumnucrepctBo PO 1o menmam rpaxaaHckolt 000pOHEL,
Poccun 4pe3BhIUAHHBIM CHUTYaLUAM U JMKBHIAILMHU HOCTIEACTBUH
CTUXHMIHBIX O€ICTBHI
CMHU CpenctBa MaccoBoii nHGopMaIu
CMC (SMS, | KopoTkoe TekcTOBOE COOOILIEHHE, epeaatoIIeecs U
3CIMICKA) IIPUHIMaeMOe C TIOMOIIBIO COTOBOTO Tene(oHa
ucC UpesBbluaiiHas cuTyanys

CUT'HAJI «bECIIMJIOTHA S OITACHOCTDb»

JlaHHBI CHTHAII 03HAYAET, YTO B CTOPOHY PETHOHA U B COCETHUX PErHOHAX
Poccuu obnapyxen BITJIA, Hecymiuit yrpo3y HaceneHuIo.

B cooTBeTCTBHU € NOTy4EHHBIM CUTHAJIOM PETHOHANIBHBIMU 1
MYHHULUIAIbHBIMA OPTaHaAMHU BJIACTH, @ TAKXKE CHIOBBIMU CTPYKTYpPaMH
soeinonssAtores IIPEJAYITPEAWTEJIBHBIE meponpusTus, n3 HUX:

- YCHJIMBAETCsl KOHTPOJIb 33 BO3AYLIHBIM IIPOCTPAHCTBOM;

- BBOJIMTCS OTpPaHIYEHHE MOOHIEHOTO HHTEPHETA;

- OCYIIECTBIIAETCS ONOBEICHNE HACEIEHHs Yepe3 MOOMIbHOE PHIIOKEHNE
(CMC ot MYC Poccun), opurpansusie coucer, CMU;

- B TOPTOBBIX [IEHTPAX M HHBIX MECTaX C MACCOBBIM IIPEOBIBAHIEM JIFOIeH
AKTHBH3HpYeTCS pa3MenieHne HHPOPMAIMH O TIOpsIKe IeHCTBHIN rpaxJjaH
MIPU TOCTYIUIEHUH CUTHajIa «BeCIMIIOTHAs OMacHOCThY.

IMpu nonyuennn curnana HEOBXO/JUMO:

e YTOYHHTH MECTOHAXOXKJCHHE POICTBCHHHUKOB; 3a0JIaTOBPEMEHHO
ONpEJIENIUTh MECTO BCTPEUH;

e TIpoBepuTh HAIUYHE JOKYMEHTOB, HOATBEPKAAIOMINX JINYHOCT,
TOTOBHOCTb «TPEBOKHBIX YEMOJAHUHKOBY» M T.I.;

e 3a0naroBpeMEHHO ONPE/CIHTh MECTa BO3MOXKHOTO YKPBITHSI.

IMpn o6rapyxenun nersimero BITJIA HEOBXOJANMMO onepatusHO
coobmuts B EJTUHBII HOMEP SKCTPEHHBIX CITYXKE (renedon 112):
- (pamuiHIO, MM, OTYECTBO;

- Bpemst 1 MecTo obHapyxenus BITJIA;

- KOJIMYECTBO alIapaToB U UX THUM (CAMONETHBINA MM KBaIPOKONTEPHBII);

- IpUMEPHOE HaTIPaBJIeHHE U BBICOTY TONETA, a TAKKE XapaKTep TOBECHHU
BITIA (3aBucanue, 6appakupoBaHue HaJi OOBEKTOM H T.J1.);

- MHYIO B&XXHYIO HH(OPMAIIHIO.

B ciydae ocnoskHeHHs 00CTaHOBKM JI0 HACENICHUS JOBOJUTCS CUTHAI
«YTPO3A ATAKU BECITMJIOTHUKA».

YEM OTJIMYAETCA BECIIMJIOTHASA
N PAKETHAS OITACHOCTH?

OCHOBHEIE OTIUYHS 3aKIIIOYAIOTCS B CTEIIEHH Yrpo3bl, CKOPOCTH
pearupoBaHus U crocodax OIIOBCLICHUA.

1. XapakTep onacHoCTH

BecnuioTHas onacHOCTS (yrposa BIUIA) - nerst Me/uieHHee paker,
HO3TOMY Yy CITy)X0 1 HaceleHHs OOJIbIIIC BPEeMEHH Ha TIOATOTOBKY.

PakeTHast onacHOCTh: O3HayaeT HEMOCPEACTBEHHYIO YIPO3Y PAKETHOTO
obcTpena MK aBUAlIMOHHOIO y/iapa IpsIMO 110 HaCeJIeHHOMY IyHKTY. PakeTsl
JIBHIKYTCSL C OTPOMHOM CKOPOCTBIO, CYET BpPEMEHH UJIET HA MUHYTBIL.

2. CurHaJjibl onoBeleHust

Ipu GecnmnoTHO# 0MacHOCTH: CUpeHbI OOBIMHO HE BKIIOYAKOT (4TOOBI HE
CO3/1aBaTh MAHUKY NPU JUTUTEIBHON Yrpo3e), €CiIu HET MOATBEPKACHHO
aTaKu Ha rOpojI.

IIpu pakeTHOW onacHOCTHU: OGA3ATENBHO 3aIlyCKAESTCS CHPEHa
(npepbiBucTbIii curnan «BHUMAHUE BCEM!») u ronocoBoe oroBelieHne
4epe3 yJIUYHbIC TPOMKOIOBOPHUTEIH.

3. JeiicTBUSI HACEIEHUS

JlelicTBHS IpY OECIIMIIOTHOM OIIACHOCTH

. Eciu BBl HAXOUTECH JIOMA, TUIOTHO 3aKPOiTE OKHA M OTOMANTE
OT HHUX;

. IlnoTHO 3aKpOiiTe BEHTUISILHOHHBIE U IPYTUe OTBEPCTHS,;

. Iepekpoiite ra3, BOJy, OTKIIIOYHUTE ICKTPUIECTBO;

) 3aiiMUTE MECTO B KOMHATE CO CILIOIIHBIMU CTCHAMH 0€3 OKOH;

. He nenaiite GoTo 1 BUAEO U HEe MyOIUKYHTE HX B CETH;

. JlomxHa OBbITh TOTOBHOCTb, B HYKHBI MOMEHT BBIMTH U3 JI0OMa,
B35B C CO0OI1 JINYHBIE JOKYMEHTBI, A€HBTH (110 BO3MOXKHOCTH
«TPEBOXKHBII YEMOaHUNKY);

. Ipenynpenure coceneil, BAPYT OHHM HE YCIBIIIAIN CHTHAI,

. OxaxuTe MOMOIIb OONBHBIM, ACTSAM, HHBAIHIAM, TIPECTAPETIIM;

. CrycTuTech B OABA, MApKUHT, Horped u T.1.;

. Ecxnn BB Ha ynune, n3beraiite OTKPBITHIX IIPOCTPAHCTB
U JePXKUTECh NOJaNbIle OT 3AaHU C OCTEeKICHHEM;

. ITpu B3pBIBE Cpasy JIATTE Ha 3eMITIO, 3aKPOITe TOJIOBY pyKaMy U
MIPUOTKPOHTE POT (4TOOBI YPOBHATH naBieHue). He mogHumaiitech
TIOCTIe TIEPBOTO B3PHIBA, JTyqIIe aKKypaTHO OTKATUTECh HIIN
OTIIOI3UTE B CTOPOHY;

. Haiinure Gnkaiilee KanuTalbHOE CTPOSHHE HIIH TO3EMHBIN
Hepexox;

. Ecinn BBI B TpaHCHIOpTE, HPOOIDKaiiTe ABIKEHHE, HO OybTe
TOTOBBI K OCTAHOBKE M OBICTPOMY YKPBITHIO B YOSKHIIIE.

JIefcTBHSI IPH PAKETHOM OMACHOCTH.

. Ecnu BB Ha ynuue, Haiiqute OmmKaiiiee KauTaabHOE CTPOSHHE
WM TIOJ3EMHBII IIepexo, TH0O0 JIATTe Ha 3eMIIIO;

. Ecnu BBl B TpaHCIIOPTE, OCTAHOBUTECH, BHIMUTE U HaliuTe
YKpBITHE B OJMOKaiIeM 31aHny;

. Ecau BBI oMa, TO:
- HEMEJIJICHHO YKPOWTECh B IOMEIIICHHHU 0€3 OKOH;
- O/ATOTOBBTE BELIH NEPBOI HEOOXOIMMOCTH (TPEBOXKHBII
YEeMOJJAHYHK);
- CILyCTUTECH B yOCKHIIIE.

I'IE MOXHO VKPBIThCS HA CJIYYAI OITACHOCTH:

. TlonBasnbl MHOrOKBapTUPHBIX IOMOB. Y3HalTE Y yrpaBistoLiei
KOMIIaHHH, TA€ BXOJ U €CTh JIU JOCTYII;
e CraHIMHU METPO U MO/3EMHBIE IEPEXO/IBI;

e  Tlox3eMHbIC MAPKUHTH U LIOKOJIBHBIC 3TAXH TOPTOBBIX LIEHTPOB;
e  CrenmammupoBaHHEIE 00MOOYOEXKHUINA - HAXOAIATCS HA KPYITHBIX
HPEATPUATHAX, B HEKOTOPBIX a[IMUHHCTPATHBHBIX 3[aHUSIX.

CHucok ecTb B paiOHHbIX aJIMUHUCTPALUSIX.

YTO AEJIATH ITOCJIE OKOHYAHUA ATAKU BITJIA

e  [lepensuraiirechk OCTOPOXKHO U BHUMATENHEHO, CMOTPHTE ceOe Mo
HOTH;

e  He mognuMaiite ¢ 3eMJIM HUKAaKHX HE3HAKOMBIX IIPEIMETOB;

. CMoTpuTe 3a JeTbMHU, JEPKUTE UX IPH cede.

BEJIbIN CIIMCOK

(Mcrounuk: Muntmdpsr, https://digital.gov.ru/news/v-belyj-spisok-
vklyucheny-novye-servisy)

«benblit cricoK»- OMHUIHATBHBIN EPEeUeHb BAXKHBIX CEPBUCOB U
MIPAIIOKEHUM, TOCTYIT K KOTOPBIM COXPAHAETCS TaXKe TIPU OTPaHHIEHHIX
MOOHJIBHOT'O MHTEPHETA 110 coo0pakeHusM Oe3onacHoct. Cpein HUX:

. Toccepsucwr: «I'ocycinyrny, «["ockmou», caiitel [IpaButenscTsa,
Anmunuctpauuu npesuaesra, ®HC, MUC, MB/;

. banxu u ghunancer: Cucrema ObicTpbix mwiatexeid (CBIT), Mir Pay,
MockoBckas 6upxa, @unycnyru, Anbda-bank, BTB, I[1CB;

. CMU: mequaxonmuar BI'TPK, Tenekanaisl «3Be3na», «Bmecre-
P®» u «Matu TB», nznanus «Kommepcant» u «[lapaamenrckas
raseray, TUCTPUOBIOTOP TeIEeKaHAIOB B IU(POBOH cpene
«Burpuna TBy»;

. Onepamopyi 21exkmponnozo dokymenmoobopoma: «TeH30p» U
«CKB Kontyp»;

. Onnatin-xaccoi: «IBOTOPY;

o MobunvHoe npunodxcerue « Mncnekmopy 1Sl JUCTAHIIMOHHBIX
TIPOBEPOK OM3HEca;

. Komnanus «Pocarponu3usry;

. HUnmepnem-nnowaoku: «BKontakre», «OnHOKIacCHUKU», Mail.ru,
«[13en», meccenkep MAX, cepsucsl SIunekca (ITouck, Kaptsr,
Go, Mys3bika, JlaBka);

. Cryorcovt oocmasku: «Cmax», «Kymnep» u «Camokaty;

. Mapkemnaneiicol u maeasunvt: Ozon, Wildberries, «ABUTOY,
«MeramapkeT», «Maraum, «lukcuy, «IIsrépoukay,
«[TepekpécTok», «A30yKa BKyca»;

. Tpancnopm: PX, «Aspodnor», «[lobena», TyTy.py, Takcu
«Makcum», Cutuapais;

. T'ocydapcmeennas uH@opMayuonHas cucmema JHCUruuHo-
KommyHanwoHoeo xosaiicmea (I'MC XKKX);

e [Ipouee: 2TUC, Rutube, «Bxycno-n toukay, «C/ADK», «Iloura
Poccun», cetb marazunoB «JleTckuit MUp», CeTb peCTOpaHOB
6p1cTporo muranus «byprep Kunry»;

. Psin perroHaNbHBIX CEPBUCOB U CATOB MPABUTENBCTB CYOBEKTOB
PO
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TPEBOXXHBI YEMOJTIAHUNK

- 5t0 HABOP BEILEH [TEPBOA HEOBXOANMOCTHU, koTopslii qoKeH
OBITh IOZ PYKOit 17151 Oe30macHoit aBakyaruu U3 30H6I UC 1 BBDKUBAHUS B
9KCTpeMalbHBIX CUTYalUsIX 10 IPUOBITHS cracaTeneil. Takoii Habop momoraer
obecednTh aBTOHOMHOE CYIIIECTBOBAHHE, KOT/a II0OIN30CTH HET BOJIBL, C/IbI,
TEIUIa, KPBILIX HaJl FOJIOBOM.

INPUMEPHASA KOMIUIEKTAIIUSA TPEBOKHOI'O
YEMOJAHYUKA

JOKYMEHTBI (B HenpoMoKaeMoii yriakoBKe)

Macnopt, CHUJIC, BomuTenbcKkue mpaBa, BOCHHbIH OHIIET,
CTPaxoBOM MOJIKC,H Ap. JOK-ThI, KOTOPHIC BAXKHBI ISl YEJIOBEKA H €r0
CeMbH, HaIpHMep, CBUI.-BO O POXKICHHUHU peOEHKa.

5 OAEXKIA

- HarensHoe 6enbe, oaexza, 00yBb 10 CE30HY.

OCBETUTEJIBHBIE ITPUBOPBI
DoHaps, 3amac barapeex.

CPEJCTBA CBSI3U

PaauonpuéMHuK ¢ pydHBIM IPUBOAOM (HE TpeOyeT Oarapeek,
paboTaeT OT BpaleHHUs PyYKH );power bank ¢ COTHEUHOMN MaHeNbIo (11
oI3apsIKU Tesie)OHA B MOJICBBIX YCIIOBHSX );0JI0KHOT C
BOJIOHETIPOHULIAEMBIMH CTPAHULIAMHU U PYUKOH (114 3amuceid, KOOpUHaT,
Ba)KHBIX COOOIICHUH);0yMakHasi KapTa MECTHOCTH (C OTMETKaMH YOIKHILI,
HCTOYHHUKOB BOZBI, OOJIBHHIT);CIIUCOK SKCTPEHHBIX KOHTAKTOB (HOMepa
MYC, ponHbIX, OiKAWIINX 3HAKOMBIX );CBUCTOK (17151 OIa4M CUTHAJIOB
Ha paccmsmnn)

CPEJICTBA 3AIIIUTHI
3alUTHBI IUIEM, PECTIUPATOP MIIH MACKa JULS 3aIIUThI IbIXaTENIbHbIX
MyTEH OT MBUIM M MEJIKUX YaCTUL], CTPOUTEIIbHBIE IEPYATKH.

3AIIAC EJIbI

Boza B OyTbUIKax;J1amiia GbICTPOTO IPUTOTOBIICHHS;CYOBbIC
CyXHe CMECH;MsCHBIE H PHIOHEIC KOHCEPBBI, TYIIEHKA, AIITETh;
4aii B makeTukax, kode 3 B 1, MOPOIIKOBBIE COKH, CYXOi
KHCEIb;CyXO(MPYKTBI, I[yKaThl, CYIIEHBIC STOIHBIC CMECH;KPEKEPBI, TaNICTHI,
CyXapH, XJIeOmpl.

MOCYJIA
OpHOpa30BbIe TPHOOPBI, TAPEIKHU, HOX.

PEMOHTHBIN KOMILJIEKT
HuTku, UTONKH, HOXKHHUIIBI.
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HUCTOYHHUK OI'HsA
CBeun, CIIUYKH, 32KUTATKH

CPEJACTBA TUTUEHBI
3yOHast mérka, macra, MbUIO, MOYAJIKa.
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AHTHCENTHKH (XJIOPTEKCUIIUH, IEPEKUCH BOIOPO/IA);
JKapONOHIKAIOLINE M TIPOTUBOBOCHIAIUTENbHBIE (MOynpodeH,
napareramod);00e300IMBarOLIHeE; IEKAPCTBA OT OTPaBICHHS (COPOSHTHI,
peruapaTaHThl, IPOTHBOMUKPOOHBIE CPE/ICTBA);aHTUIUCTAMUHHEIC (3y,
BBICHIIIAHUS HA KOXKE, CIIE30TeYeHNe, YNXaHHEe 1 HACMOPK);JICHKOILIACTBIPh
(py/OHHBIH, OaKTEePHLIUIHBIH );OMHTBI (MapIIEBbIi, 37IACTUYHBII );KTYT;

BAaTa; CTEPUIILHBIC CATI(PETKH.

JlononuutensHo npu cede HeOOXOAUMO UMETh:
- ICHbI'H ¥ OAHKOBCKHE KapThI;
- CPEIICTBO CBSI3H (3apSITHOE YCTPOMCTBO, OM. aKKYMYJIISITOD)

Cogem: pe2ysapHo nposepsims COOEPACUMOe HeMOOAHUUKA, OOHOGISIMb
NPOOYKMbL U MEOUKAMEHMbL, A MAKIHCEe NPOBOOUMb «MECMOBble COOPbLY,
umobbl Yoeoumvcs, Umo 6cé neobxooumoe noo pyKoi.

CKOJIBKO JEVUCTBYET PEXXUM BECIIMJIOTHOM
WU PAKETHOHM OITACHOCTH

Cursa oTMeHsIeTcs, KaKk TOIBKO yrpo3a ataku win nponéra bITUIA nmm

PaKeThl HCYE3ACT. OO6BIYHO PEXKUM JUTUTCS OT HECKOJIBKHUX YaCOB 10 CYTOK.

OmnoBemneHus MOCTYHAIOT Yepe3 MobunbHoe npunoxerne (CMC ot MUC
Poccun), opunnansueie couceru, CMU.

TEJIE®OHBbI
IKCTPEHHBIX CJIY/Kb

Co crammonapHoro TenedoHa ciemyer HadupaTs 01,
a ¢ moomisHOro — 101;
112 - eauHbIiA HOMED

101 - Moxapnas cayx6a

102 - [Homuus

103 - Cxopast momo1ipb

104 - Cnyx6a rasa

112 - Enunsiii HoMep 3KCTpeHHBIX

CITY KO

CocraBurerns:
3akupoBa A.D., 3aBeayromias OuOINOTEKOM
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